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B — Business as Usual
R — Rapid Assessment

A — Activate the correct teams
C — Communicate

E — Executive Oversight
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Some of Dave’s Risks in His Business and his Mitigation

Description Severity Likelihood | Risk Score |Mitigations in Place
Changes in government policy affecting your business Moderate Likely High Diversified across govt and private, and outside of NZ
Cyber attack on website Moderate Possible High Good virus protection and | don't click links
Cybersecurity threats to business data Major Unlikely Medium |Everything backed up to Cloud and USB drive regularly
Exchange rate fluctuations affecting earnings Minor Unlikely Get paid in currency | use, via Wise and leave in that currency
Family health emergencies Minor Possible Medium |Only one that could affect this is if girlfriend got sick/injured
Flights Cancelled or Delayed (keynote / workshop) Major Possible High Fly day before
Flights Cancelled or Delayed (other business event) Moderate Possible High Fly day before, at client's discretion; online presentation can be a backup
Injured/Sick during travel Major Possible High Good travel insurance
Intellectual property theft or infringement Insignificant Possible My main IP is my helicopter and Covid Stories
iPhone stolen/lost/failed Major Possible High Good backups to iCloud, 1Password
Liability for accidents or injuries during training sessions Major Unlikely Medium |Good indeminity and public liability insurance
Loss of key clients Moderate Unlikely Medium |Good pipeline of new clients
Loss of travel documents Moderate Unlikely Medium |Careful with documents; photos of all documents securely held digitally when | travel
Macbook stolen/lost/failed Severe Possible Good backups to iCloud, 1Password, Spare PC; Presentation on USB and iPad
Main credit card lost/stolen/blocked Major Possible m Backup credit card, Apple Pay
Major Sickness / accident affect ability to speak/train Severe Possible Life, Health and Income Protection Insurance - good contracts
Natural disasters affecting your home or family Major Possible m Plans and supplies in place. Will have to deal with it once implications known
Privacy breach of my passwords Major Likely Use password manager and different passwords for ever sight. 2nd authentication when available
Reputation problem via social (Linkedin/Facebook/etc) Moderate Possible High None
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Risk Name

Risk Description

Severity Likelihood | Risk Score

Mitigations

Bankruptcy

Insolvency due to financial mismanagement

Bankruptcy of Key Supplier

Critical supplier going out of business

Changing Consumer Trends

Rapid shifts in consumer behaviour impacting sales

Changing Industry Standards

Updated requirements increasing compliance costs

Competitor Price Undercutting

Competitors offering lower prices reducing market share

Compliance Failures

Penalties for not adhering to industry regulations

Consumer Credit Crunch

Customers having less access to credit reducing sales

Contract Breaches

Suppliers or partners failing to honor agreements

Counterfeit Products

Imitations entering the market reducing brand value

Currency Fluctuations

Changes in exchange rates impacting costs or revenue

Customer Boycotts

Organized refusal to engage with the business

Customer Complaints

Persistent service or product issues leading to dissatisfaction

Customer Default

Customers failing to pay for goods or services

Cyberattack

Unauthorized access to IT systems leading to data breaches or disruptions

Data Loss

Loss of critical business or customer data due to human error or system failure

Data Privacy Breaches

Non-compliance with data protection laws causing penalties

Delayed Payments

Customers or clients paying later than agreed

Discrimination Lawsuits

Legal action due to perceived workplace discrimination

Economic Inflation

Rising costs reducing profit margins

Economic Recession

Broad economic downturn affecting revenue and cash flow

Emerging Technologies

Inability to keep up with technological advancements

Employee Fraud

Internal theft or misuse of company resources

Employee Performance Issues

Underperforming staff reducing efficiency

Employee Strike

Workforce refusal to work, halting operations

Energy Price Volatility

Fluctuating costs impacting operational expenses

Environmental Disasters

Pollution or other incidents requiring cleanup or penalties

Environmental Regulations

New rules requiring costly compliance measures

Epidemic Outbreaks

Localized diseases disrupting workforce availability
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Risk Name

Risk Description

Severity

Likelihood

Risk Score

Mitigations

Equipment Breakdown

Failure of machinery or tools disrupting operations

Failed Marketing Campaigns

Ineffective promotions not generating expected results

Fire

Damage to property and equipment due to fire

Fraud

Financial or operational losses due to fraudulent activities

Fraudulent Customers

Scams or fraudulent transactions leading to losses

Global Trade Restrictions

Tariffs or bans limiting international operations

Health and Safety Violations

Non-compliance with regulations leading to fines or shutdowns

Inadequate Insurance Coverage

Unexpected costs due to insufficient coverage

Infrastructure Failure

Building damage or systems failure disrupting operations

Intellectual Property Disputes

Legal challenges over patents, trademarks, or copyrights

Intellectual Property Theft

Unauthorized use or copying of proprietary information

Interest Rate Changes

Rising rates increasing loan repayment burdens

Key Employee Resignation

Loss of a critical staff member disrupting operations

Lack of Skilled Labor

Difficulty in hiring qualified staff

Legal Disputes

Lawsuits or legal challenges against the business

Market Competition

New or existing competitors affecting market share

Market Demand Changes

Shifts in customer preferences reducing sales

Media Misrepresentation

Negative portrayal by media affecting reputation

Mismanagement

Poor leadership decisions affecting business viability

Natural Disaster

Events such as earthquakes, floods, or hurricanes disrupting operations

New Tax Legislation

Unexpected tax increases affecting profitability

Online Fraud

Cyber scams or phishing targeting the business

Online Platform Dependency

Over-reliance on a single e-commerce or social platform

Overdependence on a Single Client

Relying heavily on one client for revenue

Overleveraging

Excessive debt leading to financial instability

Overproduction

Excess inventory leading to financial strain

Pandemic

Widespread illness disrupting workforce and operations

Pandemic-Related Regulations

Health restrictions disrupting normal operations
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Risk Name

Risk Description

Severity

Likelihood

Risk Score

Mitigations

Partnership Disputes

Conflict with business partners affecting collaboration

Partnership Failures

Dissolution of critical business partnerships

Patent Expiration

Loss of exclusivity due to patents expiring

Patent Infringement

Competitors or other entities violating patents

Payment Processor Failure

Issues with processing customer payments online

Political Instability

Government changes or unrest affecting business environment

Power Outage

Loss of electrical power affecting business operations

Product Innovation by Competitors

Competitors launching superior alternatives

Product Liability

Claims arising from defective products causing harm

Product Recalls

Withdrawal of products due to defects or safety concerns

Product Shelf-Life Issues

Spoilage or expiration leading to waste

Ransomware Attack

Malware locking access to critical systems until a ransom is paid

Raw Material Shortage

Lack of essential inputs for production

Regulatory Changes

Introduction of new laws impacting operations

Reputation Damage

Negative publicity affecting customer trust and revenue

Seasonal Revenue Fluctuations

Periods of high or low income impacting cash flow

Seasonal Supply Chain Issues

Peak-season delays or shortages impacting operations

Security Breaches

Physical breaches or trespassing at business sites

Shipping Cost Increases

Higher transportation expenses reducing profit margins

Skill Mismatch in Hiring

Employees not meeting job requirements

Social Media Backlash

Negative viral content damaging reputation

Social Unrest

Protests or strikes affecting business operations

Software Obsolescence

Key software becoming outdated and unsupported

Supplier Monopolies

Dependence on a supplier with no alternatives

Supply Chain Disruption

Delay or failure in receiving key supplies or services

Talent Retention Challenges

Inability to retain key employees

Tax Changes

Alterations in tax laws affecting financial planning

Technology Failure

Breakdown of critical IT systems or hardware
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Risk Name Risk Description Severity | Likelihood | Risk Score Mitigations
Theft or Burglary Loss of assets due to theft or unauthorized access
Trade Secret Leaks Disclosure of confidential business information
Transportation Disruptions Issues affecting the movement of goods or people
Unethical Employee Behavior Acts harming reputation or causing financial losses
Unforeseen Legal Obligations Unexpected liabilities arising from lawsuits
Unforeseen Staff Absences Unexpected sick leaves or absences disrupting operations
Uninsured Risks Exposures not covered by insurance leading to financial losses
Unplanned Growth Rapid expansion overwhelming resources or cash flow
Unsecured Loans Risky loans leading to financial instability
Utility Rate Increases Rising water, gas, or electricity costs
Vendor Failure Suppliers unable to fulfill agreements
Water Supply Interruption Disruption in water supply affecting operations
Weather Impact on Sales Adverse weather reducing foot traffic or demand
Website Downtime Outages affecting online presence and sales
Workplace Accidents Injuries to employees on-site causing operational delays
Workplace Harassment Claims Allegations leading to legal and reputational risks

©Emergency Preparedness Services Ltd. Email: dave@thedavegreenberg.com



